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ABSTRACT
The intelligence being built into modern vehicles significantly improves passenger safety and comfort,
and this trend is expected to intensify in the coming years. Smart, eventually self-driving, vehicles are
expected to form an important segment of the Internet of Things (IoT) –enabled word, introducing new
modes of transportation and new types of services. This merge of the ubiquitous smart systems with the
smart vehicle environment is often referred to as Co-operative Intelligent Transportation System (CITS). Nevertheless, the above enhancements give rise to significant security and privacy concerns.
Remote attacks have already been reported in production vehicles, even though their capabilities and
features are very limited compared to future models. The significantly enlarged attack surface, the
complexity of interactions and the variety of threat actors, necessitate the introduction of appropriate
mechanisms, to ensure the vehicular platforms and the associated applications are secure enough for
users to rely upon. In this chapter, we summarize the threats, requirements and challenges in securing
vehicular networks, examining both Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I)
interactions. Moreover, a holistic approach for intrusion detection, prevention and mitigation for C-ITS
ecosystems is presented, considering said deployments as an important part of the cyber-physical systems
that are essential to protect. Pointers to important elements that future research should consider are
provided, to maximize the effectiveness and benefits of such security frameworks, thus enabling the
faster adoption of the future trends that will shape the world around us.

1. INTRODUCTION
Smart vehicles will be an important segment of the imminent Internet of Things (IoT) –enabled world.
Modern vehicles already feature many embedded electronics that monitor and control their subsystems,
to enhance passenger comfort and safety, achieve energy-efficient operation and maximize vehicle
lifetime. Superior safety features can help avoid many accidents, and they are the focus of various
governmental initiatives worldwide, which define stricter regulations (such as the COMMISSION
DIRECTIVE 2008/89/EC enforcing daytime running lights in new vehicles). This push is expected to
intensify, leveraging the benefits of Intelligent Transportation Systems (ITS), and advanced features like
early braking, road lane departure warnings and prompt emergency response services. This trend is also
evident in the relevant guidelines and policies, such as the “Policy orientations on road safety 2011-20”
European Union (EU) program [1].
To be able to support this range of sophisticated features, modern vehicles are equipped with an
assortment of embedded computing devices, sensors, actuators and communication interfaces. While a
Boeing 787 Dreamliner aircraft requires about 6.5 million lines of software code to operate its avionics
and onboard support systems, a modern car may already feature over 20 million lines of code, with
predictions that cars will require 200 million to 300 million lines of software code soon [2].
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While software is the main area of innovation and value in modern vehicles, the added complexity comes
at a cost. Experts predict that the cost of software and electronics, already at 35-40% in some vehicles
today, may reach 80% for certain types of vehicles in the future; moreover, over 50% of car warranty
costs can be attributed to electronics and their embedded software [3]. In February 2014, carmaker
Toyota recalled 1.9 million hybrid cars around the world following the discovery of faulty software in
the car's hybrid-control system [4]. The software glitch could cause the hybrid system to shut down while
the vehicle is being driven, resulting in the loss of power and the vehicle coming to a stop.
Moreover, security-related incidents are a tangible threat. Exploiting vulnerabilities in the vehicle’s
electronics can allow the remote control of vehicle components; an attacker can control turn off the lights
or even control the brakes while on the move [5]. More recently, attacks on production vehicles,
exploiting vulnerabilities in Fiat/Chrysler’s Uconnect system, enabled hackers to apply the brakes, kill
the engine and take control of steering over the Internet [6], with the company urging owners to update
their cars' software to patch the identified vulnerabilities [7].
Considering that, as estimated, there are over 250 million vehicles already roaming EU roads alone [8],
the potential for improvement in passenger safety and corresponding reduction in loss of human lives, as
well as the potential for new types of massive, distributed smart vehicle and infrastructure -based attacks,
that may endanger human lives, are equally high.
Moreover, many of the promised enhanced services of this new inter-connected world rely on the location
of the vehicle and its driver; a private-sensitive information in nature that gives rise to significant privacy
concerns.
Still, securing the various heterogeneous hardware and software platforms and networks in the ITS
ecosystem is a challenging task. While security is necessary in various aspects of the smart vehicle related Information and Communications Technology (ICT) deployments, many aspects of efficient ITS
operations rely on very low latency (especially safety related ones) and other Quality of Service (QoS)
characteristics which often limit the applicability of complex security primitives. Therefore, the proposed
solutions should consider and work around these limitations.
There is currently no EU policy or requirements on security for transport [9][10]. In addition,
methodologies and tools for the assessment of combinations of physical and cyber risks are scarce and
offer only limited guidance for the transport sector on how to assess these risks. Yet, such combinations
of risks are expected to increase [11][12]. This highlights the need for the development of transport
specific tools to assist in the analyses of risks due to combined physical and cyber-attacks and especially
on interdependent and dependent land transport systems. Efforts should focus on providing a
methodology for multi-hazard risk analyses in C-ITS interdependent/dependent systems. This analyses
should be based on a detailed and credible vulnerability assessment, including an extended and detailed
analysis of how combined attacks can provide cascading effects and how hazards can propagate
throughout the C-ITS deployments. Moreover, the effectiveness of these efforts should be enhanced by
introducing a method for analyses to cope with the required level of detail and extent of the problem and
a scalable framework that can be extended to include additional systems and threat scenarios.
Motivated by the above, this work presents the current security landscape in Co-operative Intelligent
Transportation System (C-ITS), examining both Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure
(V2I) interactions. Moreover, future directions are highlighted in the context of providing a holistic
intrusion detection, prevention and mitigation approach for C-ITS deployments, as they constitute an
integral part of the critical cyber-physical systems that it is urgent to protect.
The chapter is organized as follows: section 2 presents the motivation behind this effort and key
background information on the technologies involved in a C-ITS environment, and section 3 provides a
comprehensive overview of the current threat landscape in the field; section 4 presents some key pointers
to providing a future-proof and comprehensive approach to intrusion detection, prevention and mitigation
in the context of C-ITS deployments, while section 5 concludes this work with some important points
for future efforts.

2. BACKGROUND
There is already a consensus in the academia and the industry alike, that the introduction of smart
vehicles, smart road infrastructure and the associated services will significantly reduce accidents, and
will provide more efficient and environmentally-friendly transportation for everyone. Moreover, realtime monitoring of the vehicle’s state and the driver’s behavior will allow public entities, logistics
organizations and other businesses to minimize the vehicle investment risks and promote strategies for
increasing productivity and safety while reducing transportation and staff costs. Government regulations
are decisive motivators of pertinent research efforts.
The European Commission defines new regulations for vehicle safety, such as the eCall system [13],
which will become mandatory for every vehicle moving in the European Union by 2018. This emergency
service dictates that, when an accident occurs, the vehicle should automatically relay essential
information (its location, its direction and speed before the crash, number of passengers etc.) to
appropriate Public Safety Answering Points (PSAP). By providing early notification and allowing
efficient coordination of the emergency services, it is expected to decrease the response time to such
incidents by 50% in rural and 40% in urban areas, drastically reducing the number of deaths and the
severity of injuries for the thousands of people involved in road accidents every year [1].
The United Kingdom aims to minimize road deaths in business-owned vehicles; starting in 2008, road
death is considered an unlawful killing, enabling seizing of the company’s records and bringing
prosecutions against directors who fail to enforce safe driving policies. Therefore, fleet management is
now imperative for organizations owning a significant number of vehicles. Automotive legislation also
necessitates the production of more eco-friendly vehicles, a target partly achieved by subsystems
monitoring the vehicles’ operation in real-time, triggering adjustments to engine parameters.
Based on the above stimuli, the integrated electronics increase with every vehicle generation, and are
expected to rise steeply with the introduction of smart and, eventually, self-driving vehicles. This
“intelligence” will also enable a variety of novel services that everyone will enjoy, from end-users (e.g.
parents lending the family vehicle to their teenager) to private and public entities operating vehicle fleets
(logistics, car-rental, governments, rescue services etc.).
A modern vehicle may already utilize over 80 built-in microprocessors, typically interconnected via the
Controller Area Network (CAN bus). These microprocessors are tasked with providing advanced safety
systems, emission monitoring and in-car commodities [14] which aim to enhance passenger comfort and
safety, also protecting the vehicle’s subsystems by providing early warning of failures and/or adjusting
their operation accordingly. Typically, electronic control units (ECU) manage and interconnect the
distinct systems [15], and the infotainment infrastructure provides enhanced facilities, like navigation, to
passengers [16]. A rough sketch of a modern vehicle’s typical elements (color-grouped by ECU function)
can be seen in Figure 1.

FIGURE 1. A MODERN VEHICLE’S TYPICAL ELECTRONICS, COLOR-GROUPED BY ECU FUNCTION.

Newer vehicle generations will take this further, supporting communication with other vehicles (Vehicleto-Vehicle, V2V communications), the road infrastructure (Vehicle-to-Infrastructure, V2I
communications) and backend systems providing a number of enhanced services (e.g. Vehicular Cloud
Computing services or sophisticated car insurance services). Such prototype deployments are already
under assessment in the EU and the United States (USA); e.g. the UMTRI Safety Pilot [17].
In ITS environments, V2V interactions typically rely on the instantiation of Vehicular Ad-hoc Networks
(VANETs), a sub-type of self-organized, large scale Mobile Ad-hoc Networks (MANETs), with singlehop and/or multi-hop and broadcasting or multicasting communications. As VANETs feature vehicles
as the mobile nodes, they come with all the associated intricacies compared to typical MANETs; e.g. not
as resource-constrained as a sensor, high speed and large scale mobility, highly dynamic contact between
numerous nodes, privacy concerns. Nevertheless, a fully featured ITS deployment, or Co-operative
Intelligent Transportation System (C-ITS), as it may be referred to, is not limited to communications
between vehicles but also includes other heterogeneous devices and the services and applications that
run on top of those. In this context, VANETs are only part of the communication infrastructure of the
ecosystem. A C-ITS features a multi-communication model that includes more than just communications
between vehicles, but also communications between other forms of transport (e.g. trains, buses,
motorcycles, bicycles) and even other objects such as flying drones and other autonomous systems
(referred to as Vehicle-to-Everything communications, or V2X). Other types of communications can
include pedestrians (Vehicle-to-Pedestrians, V2P) as well as interactions with the infrastructure and other
parts of the road network (Vehicle-to-Infrastructure, V2I), such as fixed Road-side Units (RSUs) and
mobile RSUs. Moreover, communication between infrastructure entities is needed (Infrastructure-toInfrastructure, I2I), e.g. a smart traffic light communicating with a smart road lamp, as well as the
presence of backend systems (e.g. for traffic management), The RSUs will typically also feature direct
communication with the backend infrastructure, via a backbone network. One or more Trusted
Authorities (TAs), or Certificate Authorities (CAs), can also be present at the backend, for the
registration, issuance and validation of certificates of the involved entities; an integral part of Vehicular
Public Key Infrastructure (VPKI) setups. Other than the above entities, another important element in the
C-ITS landscape are the enhanced existing services (e.g. tolling) and new transport-related services (e.g.
safety systems, fleet management, travel planning) and the associated infrastructures that support them.
Thus, part of a C-ITS are also the fleet management and leasing companies, various service providers,
the required ICT systems and communication networks that enable these applications and the data
generated and operated upon in the context of these services, all aiming to bring major social and
economic benefits, by maximizing the benefits of transportation to both commercial users and the general
public, and leading to greater transport efficiency, minimized environmental impact and increased safety.

In terms of communications, various heterogeneous networking technologies are proposed in this
environment, such as WiFi IEEE 802.11p, IEEE 1609 WAVE (a higher layer standard based on the IEEE
802.11p), WiMAX IEEE 802.16 (for wider area communications), Bluetooth, and cellular (e.g. LTE).
For vehicles, the IEEE 802.11p-based Dedicated Short Range Communications (DSRC, [18]) set of
protocols and standards is widely accepted for one or two -way short to medium -range communications,
being adopted in the US, EU (where it co-exists with ITS-G5 [19]), Japan and other major markets;
though discrepancies and incompatibilities exist between the variants [20]. In parallel to the above
efforts, an important competing (or complementing, in some cases) approach, and the focus of numerous
academia and industry -based research efforts, is the introduction of 5th Generation (5G) networks, which
aim to be applicable to a variety of vertical applications, including Cellular Vehicle- to-Everything (CV2X) interactions that will pave the way for fully autonomous driving [21].
To enable these enhanced features, vehicles must typically feature Onboard Units (OBUs) supporting the
communication technologies required for V2V, V2I and V2X communications. Moreover, one or more
computing platforms are required, controlling all the sensors, cameras and radars/LIDARs needed
(especially in the case of autonomous vehicles), a positioning system (GPS), Electronic License Plates
(ELPs), as well as an Event Data Recorder (EDR); a tamper-proof device acting as the vehicles “black
box”, recording all critical events and operations [22].
This heterogeneous networking infrastructure enables all parts of the C-ITS to share information,
improving decision making and enabling the provision of novel, enhanced types of services. These
enhanced services may include enhanced vehicle insurance models, whereby the driving behavior,
distance and areas travelled directly affect the insurance fees, providing novel Usage-based Insurance
(UBI) schemes, and the associated Pay As You Drive (PAYD) and Pay How You Drive (PHYD) models.
The real-time data link between road, infrastructure and vehicles (types of which can be seen in Figure
2, presenting a view of a C-ITS deployment) can also enable numerous other services. Said services
promise to reduce wait times and increase the efficiency of transport, by providing up to date information
on mobile roadworks, wrong-way driver and pedestrian alerts, remaining red and green light times, and
by enabling features such as the dynamic coordination green light phases, intelligent parking space
management, and priority for emergency vehicles and public transport [23]-[25]. Figure 3 presents some
indicative applications. While the potential and impact of these new cooperative traffic communications
will reach its full potential with autonomous vehicles, considerable benefits can be earnt even in these
early stages.

FIGURE 2. HIGH-LEVEL VIEW OF A C-ITS ECOSYSTEM (© EUROPEAN TELECOMMUNICATIONS STANDARDS INSTITUTE
2017. FURTHER USE, MODIFICATION, COPY AND/OR DISTRIBUTION ARE STRICTLY PROHIBITED.)

FIGURE 3. POSSIBLE SMART VEHICLE APPLICATIONS [26][27]

3. CURRENT THREAT LANDSCAPE
Aiming to provide an overview the current security landscape in the area, the next subsections identify
key assets (i.e. anything that has value and must be protected), the threats to these assets (i.e. anything
that poses some danger to an asset), the adversaries (i.e. agents who wish to abuse, damage or otherwise
compromise the assets), and the types of attacks that these adversaries may use to realize said threats. A
full risk assessment is not the aim of this work; nevertheless, any of the available risk assessment
methodologies [28] could be followed by involved stakeholders, if the scope of the evaluation is limited

to their specific use cases and applications. Instead, the application-specific security requirements and
challenges will be presented to complete the view of the landscape.

3.1 ASSETS
While it is not possible to list all assets that may be present in a complex, full-scale C-ITS deployment,
some key assets that must be considered and protected include the Smart Vehicles and other transport
means (e.g. mass transit), the RSUs, the operators’ and services providers’ infrastructure, the
communications infrastructure as well as the various human assets and their personal data. A mind map
of key assets is presented in Figure 4.

FIGURE 4. C-ITS KEY ASSETS

The key asset domains include the smart vehicles and other smart transport entities, the smart road
infrastructure (e.g. RSUs or the road itself), the communication infrastructures, the backend services and
the existing (potentially enhanced) and novel services and applications offered in the context of the CITS ecosystem. Finally, an important domain is that of the human assets and the data associated with
them (often private sensitive in nature). With respect to the smart entities comprising the C-ITS
ecosystem, the most common one is the smart vehicles themselves. Specific assets that can be found in
such vehicles include the hardware components (e.g. EDR, GPS receiver, ECUs, antennas, ELPs), the
software components (e.g. infotainment and operating systems) and the associated data (e.g. recorder on

the EDR). The same types of assets can be found in the smart road infrastructure entities, such as the
RSUs, as each comes with its own set of hardware (e.g. traffic lights) and software (e.g. firmware)
components as well as the relevant data required (e.g. settings) or produced (e.g. logs) during its
operation. The communication infrastructure domain includes all types of heterogeneous networking
technologies that can potentially be found in a C-ITS environment (e.g. for V2V or V2I interactions),
including their hardware (e.g. network devices) and the communication medium itself. Two other
significant domains are those of the backend services that the operator and/or owner of the C-ITS
infrastructure is responsible for (including the physical infrastructure and ICT-based assets such as the
billing system or the associated data), and the enhanced applications and services that are enabled by
(and form an integral part of) the C-ITS. The latter domain may feature a wide range of assets, from
smart vehicle manufacturers, dealers and servicing, the fleet owners (e.g. logistics companies), the
application and enhanced service providers themselves, and the business processes (e.g. the distribution
monitoring processes), the software (e.g. application) and the hardware (e.g. purpose-built hardware
modules that monitor driving patterns for vehicle insurance purposes) used to enable said services. As
most of the above are intelligent systems, they operate upon and produce data. Thus, arguably the most
important domain in this context is the end-user (e.g. driver) -related data, such as the financial data, the
relevant Service Level Agreements (SLAs) and regulations, and, of course, the private sensitive data
pertaining to each user (e.g. her location or her driving habits). Finally, a very important domain is that
of the human assets, i.e. the individuals that work in, use and/or benefit from the C-ITS in any way. The
end users (be it drivers or passengers of private and public transport vehicles) are a key asset in this
category and related assets include the users’ physical (e.g. items and vehicles owned by the users) and
virtual (partly the user data already mentioned above, but also data stored on his/her personal devices,
the associated software purchases, virtual currency, settings etc.) properties. Other human assets involved
in the C-ITS context are the pedestrians who walk on the smart road or even interact with smart vehicles
(e.g. via their mobile phones or, in the future, via sensors on their smart clothing). Other individuals in
this domain are the staff of the various businesses and service providers involved in C-ITS deployments,
such as the service/application provider companies, road maintenance and contractors’ staff, as well as
personnel responsible for servicing the various vehicles. Moreover, in every one of these cases, an
important asset in this category is the health of all involved individuals, that could, for example, be
harmed if smart vehicles crash.

3.2 ADVERSARIES
When considering actors that may try to damage or otherwise hinder the operation of individual assets
or the smart vehicle ecosystem the following types of adversaries are identified:
¾ Eavesdroppers: Passive attackers who monitor the network, capture traffic and passively gather
information, e.g. to track individual vehicles. These may vary from invasive insurance companies
trying to monitor their clients’ driving habits beyond the agreed service terms, burglars trying to
figure out when someone is away from home to break in or just curious individuals trying to see if
it is possible to track their neighbor.
¾ (Infrastructure) Insiders: Attackers who work for the stakeholders managing the infrastructure or
the associated services (e.g. smart road contractors or a service operator) and who, for example,
exploit their access to the management of these assets to launch an attack.
¾ Greedy drivers: Vehicle drivers who will try to exploit the systems to maximize their own gains,
disregarding the convenience or even safety of other drivers, by e.g. informing neighboring vehicles
that the road ahead is blocked, causing the other vehicles to choose an alternate course, thus clearing
the road ahead and enabling a faster trip to his/her destination.
¾ Pranksters: Individuals who have no specific goal other to become famous via an attack that makes
the headlines or goes viral or individuals who are just bored and try to meddle with the vehicles or
the smart vehicle infrastructure.
¾ Malicious Attackers: Adversaries whose sole aim is to damage a specific asset or disrupt the normal
operation of the whole system. These could include individuals seeking revenge from a specific
person, competitors trying to harm a service operator, a contractor or vehicle manufacture, terrorists
who wish to harm human lives, or even state actors who wish to disable the transport infrastructure
of a country they’re hostile to, and disrupt supply lines e.g. during a combined physical and cyberattack.

¾ Unintentional Attackers: Drivers or employees managing the infrastructure who accidentally cause
damage to an asset by e.g. damaging critical sensors on the vehicle or erroneously setting up a smart
roadside sign.

3.3 THREATS & ASSOCIATED ATTACKS
As with any ICT system, C-ITS deployments are exposed to a number of threats and associated attacks.
Threats can typically be classified as deliberate (e.g. a malicious attacker trying to disable a vehicle) or
accidental (e.g. a roadworks employee erroneously setting up or disabling a roadside unit). Deliberate
threats can be further categorized as passive (e.g. monitoring communications) or active (e.g. tampering
with the contents of a message). Individual threats include but are not limited to network-specific ones,
such as Message Deletion, Message Modification, Message Forgery/Fabrication and Message Replay,
but also more generic threats such as Information Disclosure, Denial of Service (DoS), Repudiation,
Identity Spoofing and Physical Damage, as well as application-specific ones such as Tracking.
The potential attacks launched by the adversaries to realize the various threats can be classified [29] as
follows:
¾ Passive vs. Active: Passive attacks include techniques such as monitoring, passive tracking and noninvasive network reconnaissance, while Active attacks involve invasive techniques such as traffic
modifications and packet injections.
¾ Malicious vs. Rational: Malicious attackers typically do not aim to gain a specific benefit but focus
on damaging or disrupting the normal operation of an asset or the system in general (e.g. by
destroying a roadside unit or jamming the network), thus having no limitations on the means that
may be used to accomplish their target. Rational attackers, on the other hand, aim to gain a specific
benefit (e.g. to avoid toll charges or to arrive faster at their destination), and thus have limited tools
to accomplish their goal and their actions and intents are easier to predict.
¾ Intentional vs. Unintentional: Intentional attacks are those attacks that are carried out on purpose,
with the intent to achieve a specific goal. Unintentional attacks are those that are, for example, the
result of negligence, mishandling or inappropriate training on behalf of some users (e.g. road
maintenance personnel defining wrong settings on a smart roadside unit). Unintentional attacks may
also include the results of natural (environmental) disasters.
¾ Insider vs. Outsider: Insider attacks are those carried out by entities belonging to the ITS
deployment, i.e. having valid credentials and access to (a subset) of the assets and services; these
could include a driver, a vehicle, an employee working for a contractor or an operator, acting e.g. in
a malicious, unauthorized or unpredicted manner. Outsider attacks are those launched by external to
the system entities, such as an intruder or a remote hacker.
¾ Local vs. Extended: Local attacks are limited to a specific area (e.g. an area covered by a
compromised RSU or a jammer). Extended attacks cover a large area, affecting more areas and
entities across the network; this enables more sophisticated attack techniques, such as continuous
tracking and wormhole attacks.
It is not feasible to list all current and future attacks that adversaries may launch against the C-ITS
deployment, exploiting known and unknown security weaknesses that such a complex and heterogeneous
ecosystem may have. VANETs share most of the security weaknesses identified in MANETs; still, the
former have the advantage of increased resources and almost no energy restrictions, thus excluding some
attacks. The infrastructure itself is also vulnerable as it mostly relies on typical ICT systems. Moreover,
all assets, including vehicles and RSUs are subject to physical attacks, though detailing these is beyond
the scope of this work.
The expected targets of the attacks include safety-related applications, traffic optimization applications,
payment-based applications and the end user’s privacy. Some basic attacks types and ones that are
expected to occur more often include:
Snooping is a passive attack where an attacker monitors and possibly captures all network
communications, hoping to retrieve sensitive data (e.g. location and number of vehicles) or even
confidential data that may be sent unencrypted.

Traffic Analysis is a passive attack against the privacy (and potentially the confidentiality) of the users.
Involves the analysis and correlation of aggregated (eavesdropped) network traffic to extract useful
information about its operation, retrieve sensitive information or profile legitimate users and entities to,
e.g. learn the driving habits and daily schedule of a specific individual.
(Location) Tracking is an attack against the privacy of the end users [30]. Involves tracking the unique
ID of the vehicle if these are exposed (e.g. in direct interactions with other vehicles) and/or involves
attempts to correlate temporary IDs that the vehicles may use to obfuscate their identity. Compromised
vehicles and RSUs, as well as the centralized monitoring of the vehicles’ location from a backend system
(enabling more sophisticated attacks that e.g. calculate vehicle trajectories) can be used to enhance the
efficacy of the location tracking.
Message Replay is a trivial active attack that involves re-broadcasting/injecting a message that was
previously sent by a legitimate entity and which the attacker had captured, such as a message that informs
vehicles in the vicinity about a crash or broadcasts a specific vehicle ID. It can typically be launched by
anyone, even entities not having legitimate access to the network.
Denial of Service (DoS) & Distributed DoS (DDoS) are attacks that target the Availability of the
system. These types of attacks are typically easy to launch and very dangerous in the context of C-ITS
deployments, as, for example, an autonomous vehicle may not get a timely warning for an accident on
the road ahead. One type of such attacks is spamming which is a technique used to flood the network
with high volumes of messages to disable nodes (e.g. a vehicle’s OBU or an RSU) that cannot handle
such amount of data, thus launching either a DoS [31] or DDoS [32] attack. Jamming [33] is a DoS
attack launched by transmitting a signal that disrupts communications at the physical level; the Signal to
Noise Ratio (SNR) of the channel is decreased significantly, making communication impossible.
Depending on the power of the jamming signal’s transmission, it may affect a limited or a larger area.
Jamming attacks can also focus on disabling the Global Positioning System (GPS), which is a critical
part of most C-ITS applications. Greedy attack [34] refers to malicious nodes not respecting the channel
access method, e.g. minimizing its wait time, thus gaining faster access but also causing collision
problems that do not allow other nodes to access the medium, producing delays. Blackhole attack [35],
in its basic form, is an attack whereby a malicious node that disrupts the routing process by constantly
advertising that it is available to route data, but then refuses to forward the packet it receives. If the
malicious node additionally advertises good routing characteristics, thus attracting more traffic, this can
be categorized as a Sinkhole attack [36].
Message Suppression is a more sophisticated and subtle class of attacks than all out DoS, message
suppression involves selectively delaying or dropping certain packets, possibly, possibly also stealthily
manipulating the routing process (both from a network topology as well as physical location perspective).
In this category of attacks, selective forwarding [37] refers to an attack whereby the attacker only
forwards specific packets (e.g. of a specific application or node), dropping the rest. This causes
significant degradation or even DoS for the affected services. For example, a prankster could choose to
drop messages that carry congestion-related information, but forward the rest; this would not harm the
overall operation of the VANET, but affected drivers will have to unnecessarily wait in traffic. Timing
attacks [38] affect the delivery of time-critical messages; malicious nodes do not forward time-critical
messages (e.g. safety-related alerts) immediately, but only after some delay, the neighboring nodes do
not receive it on time. Thus, for example, other vehicles are only informed of an accident that happened
ahead when it is already too late for them to brake on time. A grayhole attack [39] is a more complex
variant of the Blackhole and Sinkhole attacks mentioned above. The attacker selectively removing data
related to applications vulnerable to packet loss, affecting the operation of the service and associated
application for all (or specific) legitimate users. A wormhole attack [40] is a cooperative attack whereby
two or more malicious or compromised nodes, which are far from each other, collaborate to deceive their
neighboring, legitimate nodes to believe that the malicious nodes are close together. This creates a tunnel,
transmitting data to and from distant parts of the network, disrupting multicast and broadcast operation
of the network. The malicious entities can communicate via the legitimate VANET medium (in band
attack) or via their own separate channel (out of band attack).
Message Tampering refers to an active attack against integrity, whereby an attacker tampers with the
content of legitimate messages. Moreover, in Message Fabrication attacks, adversaries are expected to

broadcast fabricated false information, either to damage some of the assets by causing e.g. some vehicles
to break immediately and others to speed up, causing a crash (malicious attack) or to gain benefits, by
broadcasting e.g. messages that make neighboring vehicles change path, so that she can get faster to her
destination (a rational attack). Some examples of these attacks include bogus information, which refers
to attackers (typically rational drivers) transmitting fake information on the network to trick ther peers
and benefit from it, e.g. by making sure all vehicles are diverted and the road ahead is free and thus faster
to traverse. Masquerading is an attack whereby an attacker hides her true identity and pretends to be
another valid entity, possibly producing false messages that appear to come from a legitimate source,
gaining immediate benefits (e.g. by pretending to be an emergency vehicle and get priority) or paving
the way for other attacks (e.g. Blackhole). A sophisticated version of this is the Sybil attack [41], where
the malicious entity assumes multiple identities simultaneously, using them to gain disproportionally
large influence on routing protocol, compromising and effectively controlling the network. Global
Positioning System (GPS) spoofing is an attack on the reported position of an entity, typically achieved
by broadcasting localization signals that are stronger than the one received by the GPS satellites, thus
misleading the GPS receivers in the area [42]. The repercussions of such a successful attack are
significant, considering that ITS applications rely heavily on the accurate and authentic location of
vehicles and other means of transport for some of their safety features as well as the services they provide.
Illusion Attack [43] refers to an attack that involves having adversary-controlled sensors transmit
erroneous information (e.g. about traffic conditions) to the other entities in the vicinity. These may be
external sensors (e.g. a fake RSU or a set of sensors emulating a vehicle) or the sensors of a compromised
legitimate vehicle which are made to report fake sensing data. The latter case is harder to defend against,
as a legitimate vehicle has no problem authenticating itself and its messages to the system and the other
entities it communicates with. A successful illusion attack can cause car accidents, traffic jams and the
decrease of VANET performance in terms of bandwidth utilization.
Repudiation & Accountability evasion attacks are another important concern in C-ITS environments.
Repudiation refers to a sender/receiver denying having sent/received a message, respectively. In its most
innocent form, this may cause the legitimate entities to have to retransmit said message. Nevertheless,
more mischievous attacks could involve malicious attackers issuing, e.g. safety-related messages that
cause other vehicles to crash, and then repudiating having sent these messages. Besides, rational attacker
could exploit potential vulnerabilities in the non-repudiation & accountability mechanisms to erase all
evidence implicating them in road accidents that they may have caused [44].
Man-in-the-middle refers to a relatively broad category of attacks, whereby an attacker inserts herself
between legitimate communicating parties [45]. Around C-ITS deployments, this attack can be launched
on various fronts, as we have numerous types of interactions (V2V, V2I, I2I etc.) that adversaries will
try to insert themselves into. Thus, an instance of such an attack would be to have a malicious vehicle
intercept, tamper with and then re-broadcast the messages transmitted between other neighboring
vehicles, while, in another case, a malicious base station deployed as a roadside unit could be used to
tamper with the communications between vehicles and legitimate roadside units nearby.
Vehicle attacks are also an important concern, as an obvious target for attackers is the smart vehicle
platform, to either damage the specific vehicle itself or to gain access to the C-ITS network, enabling
them to use it as a stepping stone to launch some of the attacks listed here. Various types of vehiclespecific attacks can be identified. These include CAN bus attacks, which rely on directly interfacing
with the vehicle’s CAN bus, allowing access to (and control of) all the vehicle’s subsystems, including
critical ones such as steering and braking, as already demonstrated by researchers [5][46]. A common
interface for gaining access to the CAN bus is the On-board Diagnostics (OBD) port that all vehicles
have, and which is trivial to gain access to. Infotainment System attacks are another type of such attacks
that rely on compromising the Infotainment system of the vehicle. These attacks can even be launched
remote (“over the air”), as modern vehicles’ infotainment systems feature internet access (typically via
cellular networks) to inform, entertain, support and protect the driver. Vulnerabilities in the infotainment
system can potentially allow attackers to, e.g. remotely rewrite its firmware, consequently gaining access
to the CAN bus (with which the infotainment typically interfaces). The feasibility of this approach has
already been demonstrated in production vehicles [6]. Malware is also a concern in this context.
Infotainment systems are nowadays becoming open to installing third party applications, even having
specific “application stores”, much like any tablet or smart phone. The possibility of installing malicious

software (as already happening in e.g. smart phones) poses a significant security risk that, depending on
the type of malicious software installed, may even raise safety concerns for the driver and the passengers
[47]. Considering that there are also software components on other vehicles and the infrastructure nodes
as well, it is possible that malicious software spreads to these entities as well, amplifying the attacks
impact.
Physical attacks are attacks that physically damage one or more of the involved entities (e.g. vehicles
or roadside units), partially limiting the operation or completely disabling their target. These could be
carried out on purpose (e.g. vandals) or be accidental (e.g. vehicle colliding to a roadside unit).
Unintentional attacks, software faults & component failures are attacks typically taking place by
human entities participating in the C-ITS ecosystem, such as smart vehicle users or maintenance
personnel erroneously setting up their vehicles or roadside units, respectively. Moreover, failures in the
dependability of some components or faults in the software used throughout the smart platforms
comprising the C-ITS are to be expected; such occurrences could lead to loss of the availability of certain
services, communications in general, or even pave the way for other attacks.
Some of the abovementioned types of attacks are visualized in Figure 5.

FIGURE 5. SOME TYPES OF VANET ATTACKS [26][29][48]

3.4 SECURITY REQUIREMENTS
The intricacies of C-ITS applications impose several strict requirements that prohibit the adoption of
some existing security mechanisms and which make the design of alternative mechanisms a challenging
task. Some important requirements that must be considered in this context include:
¾ Confidentiality: Information stored or in transit is only accessible to legitimate, authorized entities.

¾ Message Integrity: Message contents have not been altered, intentionally (e.g. by attacker) or
unintentionally (e.g. fault in storage device or transmission).
¾ Availability: All assets, such as communications network and services, must be available for
authorized entities to use; thus, system should operate reliably and be able to withstand DoS attacks.
¾ (Entity & Data) Authentication: Ensuring that entities are identified properly and have valid
credentials, thus gaining access to the parts of the assets they are authorized to. Moreover, Message
Authentication ensures that a message can be trusted, i.e. comes from a recognized sender and its
contents have not been altered, thus it is safe to act upon them (e.g. immediately engage breaks as
an accident just happened ahead).
¾ Privacy / Anonymity: Vehicle and driver location is private sensitive information and should be
protected. Access to location-based services should be provided in an anonymized way.
¾ Traceability: Entities (drivers, vehicles, RSUs) that abuse the network and/or are otherwise
compromised should be detectable.
¾ Revocation: Mechanisms should be in place to revoke the credentials of malicious or compromised
entities (e.g. vehicles), thus disabling them.
¾ Non-repudiation: Providing proof that a transaction took place, preventing the sender and/or the
receiver to deny having taken part in said transaction; thus, e.g. drivers will not be able to avoid
liability of the accidents they have caused.
¾ Data Consistency: The plausibility of messages should be examined, considering similar messages
generated by the same or neighboring entities in relatively close space and time.
¾ Mobility: The adopted mechanisms should be able to accommodate the high mobility of smart
vehicles and the highly dynamic and fleeting interactions between involved entities.
¾ Real-time Constraints: Given the very high speeds that vehicles may travel, and the time-critical
actions that must take place for safe smart and autonomous vehicle operation (e.g. emergency
breaking or collision avoidance), key safety-related communications, verification and processing
should take place in real-time or near real-time.

3.5 SECURITY CHALLENGES
Smart Vehicles and the associated infrastructure pose significant security challenges that must be
addressed to motivate the adoption of these technologies and the associated services. These challenges
include:
Authentication: C-ITS communications require to have efficient and reliable authentication of all
participating entities, and to guarantee the authenticity of exchanged messages. This allows, e.g. a vehicle
to act with confidence on a message received that dictates the need to break immediately, and in general
helps prevent masquerading and other spoofing attacks. Moreover, these mechanisms can enable law
enforcement to reliably deter, prevent or detect such attacks. In cases that attacks do take place, the strong
entity and message authentication and authenticity mechanisms, that prohibit e.g. repudiation, can act as
forensic evidence for pursuing legal action.
Privacy vs. Localization: Many vehicular applications rely on accurate localization and, moreover, it is
essential to achieve efficient and reliable authentication of all participating entities. and to guarantee the
authenticity of exchanged messages. Nevertheless, schemes that compromise the users’ privacy, e.g. by
having a single key linked to each vehicle or individual that is exposed during network authentication,
cannot be accepted. Furthermore, there are discrepancies in the laws (privacy-related or otherwise)
between the countries where a vehicle may be sold, and these must be considered as well in any adopted
solution.
Availability & Reliability: Critical interactions in vehicular applications will require highly reliable,
always available and real-time (or near real-time) communications. The challenge to successfully address
these requirements is exacerbated by the type of unreliable, constantly changing links between the
involved entities, and the guarantees that also need to be considered, e.g. with respect to message
authenticity.
Mobility: Vehicular networks are self-organized, with each vehicle interacting with numerous new
entities (vehicles, other means of transport, RSUs etc.) on just a single path (e.g. from home to work),
often for just a few seconds. The distances and speeds involved are in the scale of kilometers and

kilometers/hour, respectively. Techniques that rely on previous interactions with the nodes (e.g.
reputation-based routing systems) or complex, time consuming interactions are, thus, not applicable.
Key Management & Distribution: Key distribution is an important primitive for secure protocols, while
key management is a challenge in all large scale, dynamic deployments. Expecting the prevalence of
VPKI solutions, several important decisions need to be made, such as where and how the keys should be
installed (e.g. factory or by governments), also considering the intricacies of each approach, such the
numerous vehicle manufacturers, but also the different legislations across countries. Moreover, the use
of keys in the adopted security protocols in a way that does not compromise users’ privacy should also
be considered.
Low Error Tolerance: Considering safety issues and the involvement of human lives, techniques that
rely on detecting attacks may often be inappropriate; it is essential to be able to prevent attacks, because
a post-attack detection may be of limited use if the attack has already resulted in e.g. an accident that
endangered or harmed the passengers. Moreover, the employed mechanisms should work with minimal
chances of error; the large number of vehicles and lives involved means that even a slight chance of error
or failure may translate to hundreds if not thousands of lives lost.
Conflicting Interests: Vehicle manufacturers, service providers (e.g. providing enhanced insurance
services or personalized advertising), governments (including law enforcement) and consumers often
have conflicting requirements and interests. For example, governments and some service providers may
want accurate location and driving tracking, but consumers will reject such an approach. On the other
hand, consumers may require that EDRs are only accessible by them and, possibly, the vehicle
manufacturer, but the authorities would also want access to the EDR for investigation purposes. These
differences should be reconciled, and incentives should be provided to all involved parties, if the adoption
of C-ITS technologies is to progress rapidly.
Transition: At the first stages of introducing smart vehicles, the clear majority of vehicles will be
traditional ones, or ones with limited “smartness”. Moreover, the smart infrastructure’s deployment will
be equally sparse. Therefore, techniques adopted should be able to effectively operate under these
restrictions, increasing their efficacy and benefits as the technologies become more widely adopted.

FIGURE 6. MIND MAP OF IDENTIFIED KEY ELEMENTS IN CURRENT VANET THREAT LANDSCAPE

4. INTRUSION PREVENTION, DETECTION & MITIGATION
To effectively protect the C-ITS assets from the threats identified above, the provision and integration of
an assortment of protection mechanisms and other countermeasures will be necessary. Indeed, this has
been the focus of numerous research efforts, as already aggregated in a variety of published surveys in
the field (e.g. [26],[29],[48]-[57]). Nevertheless, in the context of intrusion detection, prevention &
mitigation techniques for smart vehicle deployments, relatively few efforts can be identified, and, for the
most part, detection mechanisms are focused on VANET-specific intrusion detection mechanisms (e.g.
[58]-[61]), or refer to the prompt detection of road incidents [62]-[64], such as vehicle collisions. What
is even more rare are approaches that consider the topic of C-ITS security as a characteristic use case of
critical cyber-physical systems (e.g. [65]), applying equivalent high-level principles and providing
comprehensive frameworks as is more common for other cyber-physical applications.
Identifying this gap and the necessity for such an approach, in this subsection we consider C-ITSs as a
class of critical cyber-physical systems, highlighting a holistic approach to the intrusion detection,
prevention & mitigation for these C-ITS deployments, as well as the potential benefits that such an
approach may yield if applied appropriately.

4.1 MONITORING, DETECTION & RESPONSE
Nowadays every Internet connected system is subject to cyber-attacks. An attack can be initiated from
anywhere in the world and the target could be either a critical infrastructure or a client endpoint. The
paths that the attacks are following to achieve their target are quite complex and the attacks are getting
more and more sophisticated. There was and there is urgent need for sufficient network traffic data
collection to combat such incidents.
Approaches of collecting data include collecting and sharing firewall and Intrusion Detection System
(IDS) logs coming from heterogeneous sources. Examples of such sources include the Internet Storm
Centre from the SANS Institute [66], DShield [67], and MyNetWatchman [68]. In the same direction,
software antivirus companies have deployed their own data collection environment, such as DeepSight
Early Warning Services from Symantec [69] and Xforce threats alert system from IBM [70]. These
approaches are quite interesting but fall short when having to deal with cyber-attacks; they operate well
in isolation but could provide results that are more valuable in a combined manner instead of being
isolated.
Indeed, there is a huge amount of data widespread across Internet and a proactive intelligent gathering
and knowledge management mechanism is needed to find more data about an attack and thus maximize
the effectiveness of the countermeasures taken. Identifying how cyber-attacks are performed will reveal
their intelligence and help identifying threat activities earlier. Having that in mind, effective approaches
combine various innovative real-time data collection and gathering mechanisms and frameworks [71][75] to get the maximum output from their combined results. The main objective of the above process
will be to correlate and combine the traffic gathered from various sources and appropriately enrich them
to gain the maximum value of the data collected and thus identify potential cyber-attacks. Side effect
target of the above will be to provide a knowledge management framework for cyber security related
information [76]-[78].
Towards that, information from various levels should be captured. The monitoring levels should include
host level data (for all the ICT, road infrastructure and vehicle assets involved), at the software and
hardware level (e.g. for malware and hardware tampering, respectively), as well as network level data
from the heterogeneous networks that are expected to be present in the context of a C-ITS deployment.
While most of the related topics have been investigated extensively when considering the typical ICT
systems of the C-ITS ecosystem, the same cannot be said for the VANET part of said ecosystem. The
parameters that should be considered when designing and implementing the associated mechanisms
(including security mechanisms) for VANETs are [79]: node speed (ranging from 0 to over 200km/h on
highways), movement patterns (which are very different for a dense city road and a highway), node
density (from traffic jams to isolated rural roads) and node heterogeneity (considering the different
types of vehicles and their varied capabilities – an aspect significantly exacerbated in the context of CITS environments where RSUs and other smart devices are present). The above factors and their

variations make it challenging to address the different ways information is disseminated, as well as the
related latency and priority requirements (e.g. for the aggregation of monitoring data from the vehicles),
and research efforts aim to define some practical approximations. For example, in the context of incident
detection, research [80] has shown that, for a 5-minute sensor collection interval and a 30-second sensing
interval, data accuracy will satisfy the requirement that vehicle detection is realized within ±1 vehicle
for 90% of all 5-minute intervals; occupancy will be measured within ±1% at 25% occupancy, volume
within ±1 vehicle/min at 2,000 vehicles/hour and speed within ±2-4mph 95% of the time. These and
similar metrics should be considered also in the context of security (and privacy) applications, possibly
producing additional, more security application -focused metrics as well. The spatio-temporal density
variations affect VANET protocols and architecture, as such (both short-term and long-term) variations
impose critical challenges on VANET protocol design [81]. Thus, designing VANET monitoring
mechanisms that are robust under all circumstances (i.e. from highly sparse networks to highly dense
networks of vehicles) is challenging. This issue is exacerbated when considering the various levels of
market penetration that are expected to be observed until the use of VANETs dominates transportation.
In general, the efficient, scalable and reliable data collection in VANETs is, in most scenarios, an open
issue. Researchers are still investigating ways to efficiently collect large amounts of vehicle data without
overloading the network, avoiding communication collisions (common in dense traffic conditions), by
exploiting techniques such as data spatial correlations to reduce information redundancy and improve
communication efficiency [82].
Moreover, when monitoring at the network layer (i.e. VANET traffic), the communication patterns
typically found in such networks must be considered, ensuring critical ones are monitored in an
appropriate manner. These patterns typically are [79]: Beaconing (i.e. continuous update of information
among all neighboring nodes, e.g. update on current position), Geobroadcast (i.e. immediate distribution
of information in a larger area, e.g. to inform of vehicle crash ahead), Unicast Routing (i.e. transport of
data through the ad hoc network to a specific destination, such as another vehicle or an RSU), Advanced
Information Dissemination (i.e. dissemination of information among vehicles enduring a certain time,
capable of bridging network partitions and prioritizing information (e.g. to inform vehicles that arrive
later in time / where not previously reachable) and Information Aggregation (whereby communicated
data is processed and merged by network nodes and not simply forwarded, such as when multiple
vehicles detected a traffic jam).
When considering the design of an efficient threat response mechanism, that is relied upon two main
characteristics: produce accurate results and produce them instantly. Two large categories exist while
speaking about various cyber-defense response mechanisms: the prevention mechanisms and the reaction
mechanisms. Some of the previous preventing [83]-[85] mechanisms were too complex and costly to be
applied, thus reactive cyber-defense mechanisms had to be developed and deployed. In the latter case of
reactive mechanisms, the information system operators can detect potential malicious activities and
perform defense actions against them in an efficient manner. Current state of the art in response
mechanisms include host/network level Intrusion Detection Systems (IDS) [86]-[88], which, in the
context of C-ITS, can be augmented with VANET-specific IDS schemes [59]-[61]. In addition to the
above, other existing IDS techniques could be ported to the C-ITS environment, such as swarm
intelligence ones, which are a bio-inspired family of methods [89]. Moreover, in the context of a C-ITS,
there is a significant presence of smart devices such as smart phones and tablets of vehicle passengers
and pedestrians, and the infotainment systems of modern vehicles (that are not unlike a tablet, often with
their own application store). Thus, the integration of IDS systems designed for such types of hosts (such
as a host/cloud -based IDS for smartphones [90]) would offer a more holistic protection of the C-ITS
ecosystem. Another important protection tool is the use of Security Information and Event Management
(SIEM) platforms; many vendors have developed and deployed their own solutions [91]. Other categories
of tools that assist the system and network operators to fight against organized spam email campaigns,
widespread of malware and other malicious software include the botnet detection tools and traffic
anomaly detection tools [92][93]. Furthermore, these could be augmented with equivalent tools designed
specifically for the VANET section of the C-ITS, such as tools designed to detect vehicle misbehavior
[94], malicious data injection [95] and DoS attacks [96].
An effective solution should capitalize on those tools to provide accurate and instant results to the
network operators. This can be performed by combination of such tools, efficient information exchange

mechanisms through appropriate SIEM mechanisms, and correlation mechanisms able to eliminate the
large portion of false positives produced, also integrating frameworks designed to monitor and manage,
in real time, smart vehicles and their associated subsystems [97][98]. The design proposed should react
in real-time because effort will be provided to design the system in a way that it will eliminate human
factors from the identification, analysis and response process cycle.

4.2 ANALYSIS
After an event has been detected, it is important to analyze the incident not just to mitigate the attack
(often it is too late, if automated response mechanisms have failed), but also to provide valuable feedback
for the adaptation and improvement of the systems to avoid similar future occurrences.
During the last years, a lot of effort has been devoted from the security research and industry community
in the collection, analysis and detection of malicious network traffic that is represented by malicious
software and malicious user activities. Various mechanisms and methods have been developed and
deployed for inspecting malicious software in its various forms (e.g. embedded code in documents,
executable files mobile applications). These methods are categorized into three types: static analysis,
dynamic analysis, and a hybrid approach. Static analysis, the most basic approach to understanding the
malicious software, includes the process of disassembling the binary code of an executable. The
disassembling process produces signatures and indicative patterns. Some of the forms of these signatures
and patterns include byte strings [99]-[101], identified instruction traces [102][103] and control flow
graphs [104]. Dynamic Analysis is an alternative to the static analysis and is performed under controlled
environments (either sandboxes like Anubis [105], TEMU [106] or other instrumented frameworks). The
hybrid analysis approach is a mixture of the previous two solutions that is trying to combine their
advantages and eliminate their weaknesses. Representative framework of that approach is the Reanimator
[107]. Moreover, there are tools that allow users to upload a captured malware sample and check it
whether it malicious or not. Such tools include VirusTotal [108], VX Heaven [109], Zoo [110] and
VxCage [111]. Those are web-based tools while collabREate [112], CrowdRE [113], BinCrowd [114]
are client-based tools. Those sources could also be active parts of the analysis once they offer a web
service interface to the community. In the context of C-ITS, these above are not only usable in the context
of the ICT systems, but also the infotainment and other embedded computers present on the vehicles
themselves, which, as already mentioned, are expected to become the target of malware attacks.
All the above include ways to analyze identified captured data but they are capable enough to provide
enough insights about the attacks. Current attacks are no longer isolated and a mixture of information is
needed to eliminate false positive and produce valuable results. Malware economy [115][116] is
flourishing and new analytic mechanisms are needed to understand the nature of the attacks, the reasons,
and the potential targets. Events that in the past were forming a single standalone attack nowadays are
just a small part of the complex mosaic of a sophisticated cyber-attack and malicious campaigns. Several
steps are needed to enable correlation of the events that are taking place in different places, different
network layers and different times. Future approaches should aim to address the above issue by (i)
identifying data that can be correlated (a level of pre-processing on some of them could also be
performed. e.g. padding mechanisms including for example the insertion of the country of origin of the
attacker and/or the time difference between attacker and victim etc.). The second step should include the
(ii) integration of the data in a high performance big data analytics engine (e.g. Hadoop) and (iii) apply
high performance analysis to extract results in near real time. The whole process could be empowered
by applying rating mechanism to the data collected depending on the sources that contribute those data.

4.3 INCIDENT MANAGEMENT & ADAPTATION
Addressing many kinds of hazards, including physical and cyber-attacks on transport infrastructures and
systems of critical nature for people, requires careful investigation of new security risks and threats due
to the increased interconnection among the impact of physical hazards and cyber-attacks. To improve
cyber security, stakeholders must act in synergy and proactively, instead of being isolated and reactive
to cyber-attacks. To this direction there is a need for complete, end-to-end security-by-design solutions
adjusted to the very specific requirements of the highway control system, traffic and bridge/tunnel
control, lighting systems and other critical parts of a C-ITS ecosystem.

The latest standards and solutions for cyber security management involve multi-disciplinary methods,
including: user-driven design and experience, big data analytics, visualization of cyber security analytics,
incorporation of human behavior when designing cyber security technologies, predictive analytics for
situational threat detection. Moreover, security incident management is a continuous process that cycles
through five key stages [117]: 1. Planning & preparation, 2. Detection & reporting, 3. Assessment &
decision, 4. Responses, 5. Lessons learned. The lifecycle is typically supported by the combination of
various tools, such as: firewalls, intrusion detection systems and other monitoring tools, incident tracking
(ticketing systems), SIEMs, real-time streaming analytics, information security operation centers,
Computer Emergency Response Teams (CERTs), and information extraction from security mailing lists
and forums. On an individual basis, some tools are mature, but their integration within and across
organizations poses challenges. The complexity increases in current information systems, involving
mobile and/or cloud services, with several actors or security domains. Yet, because of existing business
and regulatory requirements, solution that address these challenges will be increasingly in demand,
creating a real business opportunity for those capable of offering an integrated end-to-end (E2E) solution
for incident management. We have pinpointed four key aspects that must be addressed to create a modern
E2E incident management framework:
1.
2.
3.
4.

Better information sharing
Better data collection and analysis capabilities
Better awareness, trust and transparency
Better mapping of granularity and overlaps

Effective Cyber Security Management Solutions can help reverse the imbalance of intelligence
capabilities of the attackers versus network and service infrastructures under attack, by developing an
intelligence-driven, dynamically configurable, adaptive and evolvable security management framework
to enable the monitoring, information sharing, runtime adaptation and incident response of network and
service infrastructures. Researchers should aim to develop a comprehensive, yet transportation-specific,
approach to assure the security and the integrity of existing and emerging connected and interdependent
cyber-physical transportation installations, driving the adoption of better cybersecurity management
solutions in critical transport infrastructures. An objective of this work is to develop complete, end-toend, security-by-design solutions adjusted to the very specific requirements of C-ITS. In this context,
efforts can also benefit from related research projects, such as CIPSEC [118] and NECOMA [119], which
have investigated how to combine state-of-the-art network monitoring and detection capabilities with
information sharing means, keeping stakeholders up to date with cyber-threats and attack attempts.

4.4 INFORMATION SHARING
New and increasingly significant security breaches are reported practically every day. For most
companies, it is no longer a matter of whether they will be attacked, but rather how long ago they were
attacked. Enterprises and cloud providers alike face a constant barrage of threats and attacks. They all
have a distinct need to understand the types of incidents that peers and technology partners are
experiencing. In this environment, sophisticated organizations understand that the difference between a
minor incident and massive breach often comes down to the ability to quickly detect, contain, and
mitigate an attack. Unfortunately, evidence suggests the opposite despite a growing number of security
tools and solutions at our disposal. Based on attacks observed during 2014, 75% of attacks spread from
Victim 0 to Victim 1 within one day (24 hours), while over 40% hit the second organization in less than
an hour, highlighting the need to close the gap between sharing speed and attack speed [120].
A key reason of the delta between compromise and detection is growing, is the increasing sophistication
of attackers. Once an exploit is shown to be effective it is often quickly disseminated via a number of
underground channels. For example, immediately after the Target breach [121], 18 other companies were
attacked using the same methods. Yet despite this disturbing trend, due to a longstanding and pervasive
corporate reluctance to share information, companies are understandably hesitant to externally disclose
any information until they fully understand the incident. The only obvious approach to protect themselves
against legal/market/reputational risks while instantly sharing information is probably through
anonymity.

Information Sharing and Analysis Center (ISAC) Model requires sending sensitive data to a trusted third
party thus revealing the identity of the company affected. The Snowden incident undermined the little
trust within the market making sharing with trusted third parties undesirable today. This lack of trust
highlights the need for a trusted sharing method, in which (i) company and end-user identity is not known
(ii) incident data submission is quick and simple (iii) rapid analysis of data is performed (iv) alerts sent
in minutes, and (v) ability to anonymously discuss attacks and share solutions.
Researchers should aim design an incident sharing program that supports the C-ITS market stakeholder
and the society at large in the following ways (i) enable sharing: share meaningful C-ITS incident data
safely, easily and early in the response process to leverage external expertise during remediation efforts
and provide early warning to help others reduce their own exposure (ii) expand expertise: collaborate
with skilled security to analyze attack indicators, develop defensive strategies and decrease time to
mitigation and (iii) provide context and support decision-making: Avoid duplication of effort and benefit
from what others have already learned. Once an incident report is shared, the system should provide a
near real-time correlation with reports supplied by other vetted members. If similarities are discovered,
members can be alerted and provided with the related reports that contain additional attack indicators
and mitigation advice. Members might also decide to collaborate in other ways, such as joining the
response efforts.

5. CONCLUSIONS
Regarding security incidents and cyber-attacks to typical ICT deployments, the vulnerabilities and attack
classes (such as distributed denial of service, malware and phishing attacks) to most information
technologies, such as computers and servers, have been researched over the past years and are well
understood by security researchers. Although the specifics of the attacks and potential consequences can
vary with each type of attack, the basic structures and general mitigations for these attacks are known.
However, with the introduction of ITS and C-ITS systems and cyber-physical innovations in general, the
vulnerabilities, the resulting mitigating factors, and the potential consequences of cyber-attacks still need
further research.
Addressing many kinds of threats, such as the ones identified earlier in this work, including physical and
cyber-attacks on transport infrastructures and systems of critical nature for people, requires careful
investigation of new security risks and threats due to the increased interconnection among the impact of
physical hazards and cyber-attacks. Moreover, as combined physical and cyber-attacks to interconnected
transport systems are expected to become more mainstream, there is a need for comprehensive
approaches that will orchestrate cyber security, communications, intrusion detection and response
solutions, guided by the expected sequence of incidents at linked subsystems to maximize the level of
protection.
Thus, to effectively improve the security of C-ITS deployments, research must not only focus on specific
security primitives and technological building blocks, but also act in synergy and proactively, instead of
being isolated and reactive to cyber-attacks. To this direction there is a need for complete, end-to-end
security-by-design solutions adjusted to the very specific requirements of the C-ITS systems, aiming to
reverse the imbalance of intelligence capabilities of the attackers versus network and service
infrastructures under attack, by developing an intelligence-driven, dynamically configurable, adaptive
and evolvable security management framework to enable the monitoring, information sharing, runtime
adaptation and incident response of network and service infrastructures.
Further efforts should focus on providing a comprehensive, yet transportation-specific, approach to
assure the security and the integrity of existing and emerging connected and interdependent cyberphysical C-ITS deployments, driving the adoption of said technologies and associated services that have
the potential to significantly reduce the number of road victims, improve our everyday lives, and
introduce an assortment of new services and business models.
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