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Abstract—The Internet of Things (IoT) is gradually becoming
a reality, supported by an assortment of heterogeneous devices,
varying from resource-starved wireless sensors to embedded
devices and resource-rich backend systems, which are
supplemented by a range of networking technologies and
protocols. Nevertheless, this diverse ecosystem of platforms and
protocols, along with the inherent limitations in processing power,
energy, memory and communications bandwidth for some of the
involved devices, render secure and interoperable interactions a
primary concern, and an important obstacle to the introduction of
novel applications, and the adoption of IoT in general. Motivated
by the above, this work presents SeMIBIoT, a Secure Multiprotocol Integration Bridge for the IoT. Acting as a gateway,
SeMIBIoT is able to provide hop-by-hop or end-to-end secure
communications between an array of heterogeneous nodes and
standardized IoT protocols, guaranteeing seamless interactions
and thus alleviating security and interoperability concerns. Using
a realistic testbed featuring a number of diverse platforms, the
bridge is evaluated in a variety of scenarios, validating the
feasibility of the proposed approach.
Keywords—Internet of Things, IoT, Wireless Sensor Networks,
MQTT, CoAP, XMPP, security, secure communication

I.

INTRODUCTION

All “things” that are an integral part of modern everyday life,
including living, working, and transit spaces, already have, or
will soon acquire, computing capabilities and connectivity to the
Internet, realizing what is typically referred to as the Internet of
Things (IoT) [1], or Internet of Everything (IoE) [2]. Thus, novel
applications, operating upon smart buildings, appliances, and
vehicles, can leverage this ubiquitous connectivity to provide
enhanced features, such as decision-making and adaptation,
based on numerous data points, monitored in real-time, across
the applications’ scope. This, in turn, can enable enhanced
management features [3][4], leading to cost savings [5],
additional revenue streams and productivity improvements [6],
ultimately bringing closer the vision of a sustainable, Circular
Economy [7].
Still, this proliferation of these Internet-connected
heterogeneous and, often, resource-constrained devices,
introduces a number of challenges, with the interoperability and
the security of the IoT ecosystem at the forefront [8]. Most
manufacturers show negligence in terms of the security of their
products and are only interested in what is cost efficient and
profitable. The problem is exacerbated when the Internet
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connection capability is added to the product after its final
design, leading to severe security risks, such as the inability to
get “over the air” firmware updates. There is a plethora of news
headlines about compromised IoT devices that participate in
DDoS attacks and, in general, severe security flaws due to
negligence [9][10][11]. A related issue is the diversity of
existing protocols. Each protocol has its own intricacies, and
may be especially suited to some types of applications [12], but
this heterogeneity hinders the deployment of novel applications
requiring machine to machine (M2M) interactions across
different devices, especially in a secure manner. Moreover, lack
of interoperability is an important obstacle when trying to
monitor and manage (in general, but most importantly from a
security perspective) a composite IoT deployment.
Motivated by the above, this work presents SeMIBIoT, a
Secure Multi-protocol Integration Bridge for the IoT, which
aims to contribute in mitigating the difficulties in providing
secure interactions between heterogeneous IoT devices and
protocols, thus enabling the introduction of novel, ecosystemwide secure applications. More specifically, SeMIBIoT is able
to provide interactions between IoT devices, including wireless
sensor nodes, embedded devices and other computing systems,
as well as remote parties (e.g. over the Internet), covering the
HTTP, Websockets, CoAP, MQTT, and XMPP protocols, as
will be detailed below. In terms of security, these can be
protected by end-to-end (e2e) encryption, encrypting the
corresponding protocol payloads, or by point-to-point (p2p)
encryption, for deployments where each device shares an
encryption key with the integration bridge. SeMIBIoT is
implemented and deployed on a complex testbed, featuring
various types of devices, while its performance is positively
assessed in a number of scenarios covering the typical
interactions expected across the supported protocols.
This paper is organized as follows: Section II highlights the
technological building at the core of the proposed solution,
while Section III presents SeMIBIoT’s key implementation
aspects and features. The deployed ΙοΤ testbed is detailed in
Section IV, while the evaluation results are presented in Section
V. Finally, Section VI presents the identified related works, and
Section VII features the concluding remarks.
II.

TECHNICAL BACKGROUND

The IoT ecosystem includes any kind of device that is
capable of connecting to a network, along with the utilized

communications stack and the associated applications. The
subsections below provide an overview of the identified key IoT
technological building blocks that, in turn, formed the basis for
the creation of SeMIBIoT.
A. Hardware Platforms
Wireless Sensor Networks (WSNs): WSNs consist of a large
number of small wireless devices equipped with various sensors.
Another name used is Wireless Sensor and Actuator Networks
(WSANs) because some of these devices may control an
actuator (e.g. for an electric valve), enabling actions based on
sensors’ measurements (e.g. a detected leak). A typical WSN
node is low-cost, low-power, battery-powered device, deployed
in sundry network topologies, depending on the application’s
needs.
Embedded Devices: Embedded devices are computing
devices designed to serve a specific purpose with a limited
number of functions. Usually equipped with microprocessors or
microcontrollers, these devices are part of a larger system. They
are optimized to achieve low power consumption, low cost and
small size, and are designed to be reliable and efficient. Typical
applications include automation (e.g. factory controllers,
sensors, actuators), and consumer electronics (e.g. digital
cameras, washing machines).
Resource-rich Devices: In the context of IoT, and its
integration with existing ICT infrastructure, the Cloud, and
associated services and applications, the above-mentioned
WSNs and embedded devices are typically required to interact
(either directly or via proxies) with resource-rich nodes, such as
personal computers and servers. Thus, such devices have to also
be considered in the context of the IoT ecosystem and its
applications.
B. Communications
IEEE 802.15.4: One of the most established standards for
wireless communications between low-power and resourceconstrained devices. It defines the physical layer (PHY) and
medium access control (MAC) sublayer specifications for LowRate Wireless Personal Area Networks (LR-WPANs) [13].
Many popular protocols are built on top of the IEEE 802.15.4,
such as ZigBee, 6LoWPAN, SNAP and Thread, which develop
the layers not defined by this standard. The achievable range is
10m to 20m depending on the transmission power and the
transfer rate is bounded to 250 Kibps. This standard also features
collision avoidance on the physical layer, authentication and
encryption using the AES-CCM* protocol.
6LoWPAN: The IPv6 over Low-power Wireless Personal
Area Networks [14] compression layer enables the use of IPv6
in Personal Area Networks (PAN). A new protocol would
require special equipment to interconnect between the two
networks, such as complex gateways, tools for configuration,
management and debugging; by exploiting stacked headers used by IPv6- and the compression of the IPv6 header itself, a
minimum of 4 bytes is achieved. Some of the facts that
contribute to the compression are that the low-order 64 bits of
an IPv6 address can be the device’s MAC address and several
fields in IPv6 header are static.
RPL: The IPv6 Routing Protocol for Low-power and Lossy
networks is a routing protocol for resource-constrained devices.

Typical network protocols are not suitable for such applications
because of the limited memory for storing the routing state, the
imposed constraints of the control traffic, and the proper
handling of link failures [15]. RPL specifies how a Destination
Oriented Directed Acyclic Graph (DODAG) can be built using
a set of metrics and an objective function that computes the best
path according to these metrics. Multiple graphs can be active
simultaneously in order to serve traffic with different sets of
requirements. RPL also features three security modes depending
on one’s needs.
C. Application-level Protocols
HTTP & Websocket: As the need for bidirectional
communication between a server and a browser became
apparent, the Websocket protocol [16] was created, designed to
co-exist with the well-known HTTP, which is also supported by
the bridge. While IoT applications prefer HTTP for its simplicity
and popularity, Websocket is used when real-time full-duplex
communication over TCP is required, or asynchronous
messages are used, rendering polling an ineffective and quite
expensive option.
Constrained Application Protocol (CoAP): Although HTTP
may be suitable for some devices, a typical IoT device is
resource-constrained. CoAP [17] is based on the REST model,
making it quite similar to HTTP, but is extremely lightweight
(10 KiB RAM, 100 KiB code space); it is, thus, often referred to
as the HTTP for the IoT. Moreover, it uses UDP and features
asynchronous message exchange (by implementing the observer
design pattern) offering a best-effort for keeping clients up-todate. Resource discoverability is also available.
Message Queuing Telemetry Transport (MQTT): MQTT
[18] is based on the publish-subscribe messaging model and it is
very lightweight, making it suitable for resource-constrained
devices. The protocol requires the presence of a message broker,
which is responsible for registering subscriptions and sending
messages to the subscribers of each message “topic”. The
protocol also offers rich Quality of Service levels that can be set
depending on the application’s intricacies.
Extensible Messaging and Presence Protocol (XMPP):
XMPP [19] was initially developed for instant messaging,
presence information and contact list maintenance. In the IoT
world, one can take advantage of the fact that XMPP is based on
XML, making everything extensible and customizable. Apart
from publish-subscribe, it also features discoverability and
provisioning, desired features for IoT.
III. THE SEMIBIOT IMPLEMENTATION
The main task of SeMIBIoT is to translate messages between
different protocols and relay them to the corresponding devices.
An important aspect of the bridge is that the translation (and,
thus, the communication) happens in real time; no persistent
storage is used. SeMIBIoT supports all the above-mentioned
protocols, i.e. HTTP, a RESTful API and Websocket, MQTT,
CoAP and XMPP, listening for incoming connections for each
of them.
Table I presents a detailed mapping of methods between the
protocols and how the translation is done according to each
method available; the only exception to this is the MQTT, which

is absent from the list of clients, as all messages are exchanged
through the broker in order to reach SeMIBIoT.
For instance, if a device implementing HTTP (e.g. a client)
needs to communicate with another device implementing CoAP,
the procedure will be the following: the HTTP client makes a
request (e.g. a GET) to SeMIBIoT with the device ID and the
path of the resource as parameters. SeMIBIoT looks up the ID
to find the protocol of the target device (CoAP in this example).
It then translates the message to the target protocol (i.e. CoAP)
and sends it to the device. If there is an answer, it translates it
back to the original protocol (i.e. HTTP) and responds to the
HTTP client.
A specific resource enables issuing DISCOVER messages
from an HTTP client. Websocket is used for CoAP’s OBSERVE
method. An HTTP client can also send a message to an MQTT
device. SeMIBIoT publishes this message to a specific topic on
the MQTT broker. The topic is included in the HTTP message
(PUT). To subscribe to a topic, a websocket connection is
established, so that real-time updates are possible. An XMPP
resource can be reached the same way, by using the method PUT
to send a message and a websocket to receive asynchronously.
TABLE I.

SEMIBIOT COMMUNICATION METHODS BETWEEN
PROTOCOLS
Servers

HTTP
XMPP

Clients

CoAP

CoAP

HTTP
(RESTful API)

Natively or
special CoAP
resource

HTTP resource

DISCOVER,
GET, PUT,
POST,
DELETE,
OBSERVE
DISCOVER,
GET, PUT,
POST,
DELETE,
OBSERVE

MQTT
(broker)

XMPP

PUT (publish),
OBSERVE
(subscribe)

PUT
(publish),
OBSERVE
(subscribe)

Natively or
Reverse Proxy

PUT (publish),
Websocket
(subscribe)

PUT,
Websocket

Not yet
supported

PUBLISH,
SUBSCRIBE

Natively

Like the HTTP server, the CoAP server exposes the
available resources. A specific resource for each protocol
(HTTP, MQTT, CoAP, XMPP) is available. HTTP and CoAP
share the same REST logic, but when a CoAP device wishes to
communicate with an MQTT device (or an XMPP one), PUT
and OBSERVE methods are utilized. SeMIBIoT in this case will
publish the message on the MQTT broker. For XMPP, a special
crafted message is used, including all the necessary information
(i.e. device id, method -GET, PUT, etc.-, payload).
A. Security
SeMIBIoT also supports encrypted interactions. Apart from
the protocol-specific encryption methods that are available and
are supported (e.g. TLS is available in HTTP server, websocket,
XMPP), a protocol-agnostic option to encrypt the payload, thus
offering e2e encrypted communications across protocols, is also
offered. Using AES-CBC and pre-defined keys, payload
encryption can be valuable when devices or protocols do not
support any kind of security mechanisms (e.g. due to limited
resources) or when a common encryption method is not
available across protocols (e.g. an e2e TLS connection from an
MQTT device to a CoAP one is not possible, as the latter does
not yet support TLS, since it runs over UDP). Of course, when
e2e encryption used, SeMIBIoT will pass the encrypted
ciphertext as it is. Separation between wireless devices can also
be achieved, if each device uses a different key and p2p
encryption is used between hops. In that case, SeMIBIoT
decrypts the payload and re-encrypts it with the corresponding
key of the target device.
IV. TESTBED SETUP
A testbed was setup to evalute the performance of the bridge
in a number of scenarios; this testbed can be seen in Fig. 1, while
part of the actual hardware used is shown in Fig. 2. The testbed
is composed by heterogeneous devices, emulating the IoT
world, with its plethora of devices and protocols. It is assumed
that some components are external to the local network, and
connection happens over the Internet.

Fig. 1. The testbed setup

A Raspberry Pi 1 Model B hosted 6LBR, acting as the WSN
gateway of the testbed. It is a widely used embedded platform
that features a Broadcom SoC (ARMv6 32 bit) including a
single core CPU (700MHz), 256 MiB RAM (GPU shared and a
GPU VideoCore IV. It run Raspbian (a Linux distribution).
A BeagleBone device was also part of the testbed, used to
emulate a typical embedded platform. It is equipped with a TI
Cortex A8 SoC ARMv7 (32 bit) single core CPU (720 MHz),
256 MiB RAM (GPU shared). Beaglebone, like the Raspberry
Pi, has GPIO headers, USB, Ethernet ports. It run Debian Linux.

Fig. 2. Part of the actual testbed hardware used

SeMIBIoT as well as the MQTT Broker were deployed on a
relatively powerful embedded device, the XMPP server run on
a PC, while the XMPP client (resource) run on a more resourcelimited embedded device. CoAP and MQTT were both deployed
on separate wireless sensor motes. A third mote (Slip Radio)
acted as a sink node and was required for the 6LBR (running on
an embedded platform) to link the LAN with the IEEE 802.15.4
network. A brief description of these testbed platforms is
presented below, while the exact software used is shown in
Table II.
1) Border Router
6LBR, a 6LoWPAN/RPL Border Router solution [20], was
integrated in the testbed. The main purpose of 6LBR is to act as
a border router between an IP network (IPv6 in our case) and an
IEEE 802.15.4 based network. It is based on the Contiki
Operating System [21] and can be deployed on embedded
hardware platforms like Raspberry Pi.
2) Wireless Sensors
For the wireless sensor network, Zolertia Z1 nodes were
used; a general-purpose low-power development platform for
WSNs, supporting Contiki and 6LoWPAN among others. It is
equipped with a MSP430 ultra low-power microcontroller
(16bit, 16MHz RISC, 8 KiB RAM, 92 KiB Flash memory) and
a CC2420 transceiver (2.4GHz, 250Kibps effective data rate).
The nodes run the Contiki OS, which focuses on low-power,
resource-constrained IoT devices. Although it requires only 10
KiB RAM and 30 KiB ROM, Contiki features a TCP/IP stack
(IPv4 and IPv6), a Rime stack (a lightweight layered
communication stack for low-power wireless sensor networks)
[22] and multitasking.
3) Embedded Devices
SeMIBIoT, along with the MQTT broker, were deployed on
a BeagleBoard-xM, the most powerful among the used
embedded devices. It has an open hardware design, double the
size of a typical developer platform (e.g. Raspberry Pi) and hosts
a large variety of I/O interfaces. It is equipped with a SoC TI
Cortex A8 which includes an ARMv7 (32 bit) 1 GHz single core
CPU, 512 MiB RAM (GPU shared) and a DSP. It run Debian
Linux.

4) Resource-rich devices
In terms of resource-rich devices, a laptop computer (Intel
Core 2 Duo T9400 @ 2.53GHz, 4GB RAM,) was used for
running the HTTP client. The XMPP server was running on a
second laptop (Intel Core i7-4800MQ @ 2.7GHz, 24GB
RAM). Both devices were connected to the testbed network via
Ethernet.
TABLE II.

VERSIONS OF SOFTWARE INTEGRATED INTO TESTBED
6LBR 1.4.0 (c09dec4) 24 June 2016

Mosquitto MQTT Broker 1.4.9
Ejabberd XMPP Server 17.01
MSP430-gcc compiler 4.7.0 0120322 (mspgcc dev 20120911)
SleekXMPP python library (3898b01) 18 August 2015
Paho MQTT client for python 1.2 (377dad6) 3 June 2016
CoAPthon python library 4.0 (1749b26) 23 May 2016

V. EVALUATION
The performance evaluation was focused on the load
imposed on the BeagleBoard-xM when running SeMIBIoT. As
the number of possible combinations between protocols and
their implemented functions is rather large, the performance
evaluation was contacted with 6 representative scenarios (S1 to
S6), as listed in Table III. In each scenario, 20 consecutive
requests were sent and the interval of between two requests is 1
second aiming to examine the whole setup under stress. In the
first three scenarios, three different payload sizes (1, 8, 16 bytes)
were tested, whereas in the last three scenarios the payload size
was fixed but an additional interval of 10 seconds was tested.
Due to WSN limitations, the maximum payload size was 16
bytes. PKCS #7 was used for padding.
TABLE III.

CROSS-PROTOCOL BRIDGING – INTERACTION SCENARIOS
Scenario

Interaction

Testbed Topology

S1

HTTP – CoAP

Fig. 3 (purple)

S2

HTTP – MQTT

Fig. 3 (green)

S3

HTTP – XMPP

Fig. 4

S4

MQTT – CoAP

Fig. 5

S5

XMPP – MQTT

Fig. 6 (purple)

S6

XMPP – CoAP

Fig. 6 (green)

The following measurements were taken for SeMIBIoT:
CPU, RAM utilization, bandwidth and power consumption. As
SeMIBIoT is developed using python, the psutil python library
was used to measure the first two, thus limiting the measurement
to SeMIBIoT process and not measuring the impact of other
concurrent processes. The internal ADC was used to measure
the power consumption, having the limitation of quantized
results due to low resolution of said ADC. Finally, the Roundtrip time (RTT) was also measured.
Fig. 6. S5: XMPP – MQTT (purple lines) and S6: XMPP – CoAP (green
lines)

A. Results
An overview of the measurements regarding SeMIBIoT are
presented in this subsection. For each scenario there were three
different security modes: no encryption, end-to-end encryption
using AES-CBC and point-to-point encryption using TLS
(where available) and/or AES-CBC. The displayed values are
the average of 20 consecutive requests with an interval of 1
second between requests, which is faster than a typical traffic
load. The payload size is 16 bytes.
Fig. 3. S1: HTTP – CoAP (purple lines) and S2: HTTP – MQTT (green
lines)

1000
900
800
700
600
500
400
300
200
100
0
no-encryption
e2e-aes-cbc
p2p tls aes-cbc
no-encryption
e2e-aes-cbc
p2p tls aes-cbc
no-encryption
e2e-aes-cbc
p2p-tls-tls
no-encryption
e2e-aes-cbc
p2p aes-cbc
no-encryption
e2e-aes-cbc
p2p tls aes-cbc
no-encryption
e2e-aes-cbc
p2p tls aes-cbc

Fig. 4. S3: HTTP – XMPP

Fig. 7 demonstrates the average Round-Trip-Time (RTT) in
milliseconds as seen from the aspect of the client. More
specifically, in S1, RTT is the time elapsed from the moment the
PC sent the HTTP request to SeMIBIoT till it received the
response from SeMIBIoT. For S3 and S6 the idea is the same.
In S2,4,5, the RTT is calculated as the sum of individual RTTs
between each connection, due to the asynchronous nature of
these scenarios. As expected, encryption requires time,
especially in resource-constrained devices, impacting the RTT.
In p2p encryption, SeMIBIoT has to decrypt and re-encrypt the
payload, in contrast to e2s scenarios where SeMIBIoT just
forwards the ciphertext. The TLS handshake also increases the
RTT.

S1

Fig. 5. S4: MQTT – CoAP

S2

S3

S4

S5

S6

Fig. 7. Average round-trip time (msec)

Fig. 8 and Fig. 9 depict the utilization of CPU and RAM
respectively. As can be seen clearly, the impact of the RESTful
API (HTTP server), used in S1, S2, S3, is significant and

distinguishable from other scenarios. In the last two scenarios
(S5 and S6) SeMIBIoT holds an open connection with the
XMPP server, consuming more memory than in S4.

considering the interval of 1 second, the average bandwidth
recorded ranged from 2.6 kbps for S4 with no encryption to
4.8kbps for S6 with e2e-aes-cbc encryption.

Fig. 10 shows the power consumption of the BeagleboardxM, where SeMIBIoT and the MQTT broker were running.
Taking into account the low CPU and RAM utilization, despite
the 1 second interval, the power consumption is limited.

B. Analysis
While the Bridge’s processing contributes to the RTT, it is
deemed acceptable, considering it enables interactions that
would not be feasible without the presence of such a bridge.
Moreover, while the BeagleBoard-xM has limited resources
(compared to a typical computer), the 1 second interval does not
seem to push the device to its limits. For a typical use case,
where 1 second is too fast, the current implementation and the
capabilities of BeagleBoard-xM seem to be good enough.
Considering encryption, resource-constrained devices are
impacting RTT much more than SeMIBIoT, due to limited
resources and the time they require to perform the cryptographic
functions. Nevertheless, as with most complex software
projects, there is room for optimization of the SeMIBIoT’s
implementation.
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Of note is the Eclipse project Ponte [28], which supports
HTTP, MQTT and CoAP. This solution is based on persistence
rather than real-time processing. Of course, in case of pub-sub
messaging, persistence cannot be omitted.
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VI. RELATED WORK
In terms of related efforts, the QEST broker [23] acts as a
bridge between MQTT and REST, while another attempt [24]
was to bring XMPP to the IoT. Both are subset of the protocols
supported by the solution proposed herein. The IoT Gateway in
[25] bridges WSNs into IoT, interconnecting IEEE 802.15.4
based networks with the Internet via TCP/IP, either through
Ethernet or a 2G/3G modem; in the case of 6LBR used in the
current work, a 2G/3G modem could have been used in case of
a remote installation without Internet connection. Datta, Bonnet
and Nikaein [26] also demonstrate a wireless IoT gateway,
offering dynamic discovery of M2M devices and services,
Modbus connection for legacy things, metadata association
using Sensor Markup Language (SenML) and actuator control
using SenML. Although the solution proposed herein does not
make use of Modbus and SenML, it enables communication
between devices that use different protocols, including REST.
Another IoT application-oriented testbed, presented in [27],
includes an IoT Hub acting as a border router, provides support
for HTTP and CoAP, as well as some security mechanisms.

S4

S5

S6

Fig. 10. Average power consumption (mW)

Finally, the bandwidth usage was also monitored during
testing, but was relatively low and thus is not presented in detail;

To sum up, SeMIBIoT is unique considering the variety of
protocols it supports, although some features which could be of
interest to be integrated in future extensions (e.g. to support
industry-specific protocols) have been implemented in related
work.
VII. CONCLUSIONS AND FUTURE WORK
The IoT world is full of heterogeneous, often proprietary,
protocols, each one tailored to different use cases. This poses a
challenge to the wider adoption and evolution of the IoT.
Interoperability should be an integral part of IoT as it ensures
interconnection between devices through standardized
protocols, offering efficient management and monitoring
(especially important for the security of the ecosystem), but also
helping avoid vendor lock-in for consumers. In terms of

security, this also enables the use of standardized protocols with
robust security mechanisms, and solutions featuring real-time,
ecosystem-wide security management. The SeMIBIoT solution
proposed in this work enhances interoperability by offering realtime translation between popular, standardized IoT protocols. It
also provides p2p and e2e encryption mechanisms, including
payload encryption when no other option is available. Thus,
security can be tailored to the different usage scenarios,
considering device-to-device and device-to-bridge trust levels.
In the future, the bridge will be expanded to support more
protocols (e.g. the lightweight web services of DPWS), security
algorithms (including IPSEC) and mechanisms for
authentication. These efforts will also take into account
emerging technologies and standards such as LWM2M, a
standard including several IoT protocols to assist in managing
applications running on smart devices and their remote control.
Moreover, a variant of SEMIBioT could be tailored to be
deployed on a company’s server either for their own devices or
offering the integration features as a service to customers.
Another important aspect of consideration for future work is the
impact of the IoT, not examined in technological isolation, but
also in the wider context of the collateral interplay that this
evolution will have in a cross sectoral and cross disciplined
manner, as IoT and intelligent assets can be key enablers of a
Circular, sustainable economy.
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